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Abstract
We obtain an upper bound on exponential sums of a new type with linear recurrence sequences. We apply this
bound to estimate the Fourier coefficients, and thus the nonlinearity, of a Boolean function associated with a linear
recurrence sequence in a natural way.
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1. Introduction
Let p be a prime number and let Fp denote the finite field of p elements, which we identify with the
set {0, 1, . . . , p − 1}.
Let (sk)∞k=0 be a linear recurrence sequence over Fp of order n, satisfying
sk+n = cn−1sk+n−1 + · · · + c0sk, k = 0, 1, . . . ,
with irreducible characteristic polynomial
F(X) = Xn − cn−1 Xn−1 − · · · − c0 ∈ Fp[X ].
It is known that any such sequence is periodic with least period t|pn − 1; see Lemma 2 below.
For an integer m ≥ 1 and a real z we write em(z) = exp(2π iz/m).
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There is a very long history of studying exponential sums
S(a) =
t−1∑
k=0
ep(sk)et (ak)
and, in particular, we recall the well known bound of [8]
max
a=0,...,t−1 |S(a)| ≤ p
n/2; (1)
see also [6, Theorem 5.1] or [7, Theorem 8.78]. The bound (1) and its various modifications have
found an enormous number of applications in number theory and theory of pseudorandom numbers; see
[6,7,10].
However, for applications of linear recurrence sequences to cryptography, and to stream ciphers in
particular, bounds of different sums become more important.
We denote by B the set of n-digit integers to base p
B = {h ∈ Z : 0 ≤ h ≤ pn − 1}.
Throughout the work we do not distinguish between n-digit integers h ∈ B and their p-ary expansions
(we add extra leading zeros if necessary to make p-ary expansions of all h ∈ B of the same length n).
Thus B can be considered as the n-dimensional cube B = Fnp. In particular, for h, r ∈ B, 〈h, r〉 denotes
the inner product of h, r considered as n-dimensional p-ary vectors. That is,
〈h, r〉 = h1r1 + · · · + hnrn
where
h = (h1, . . . , hn) and r = (r1, . . . , rn)
are p-ary digits of h and r .
That is, for b ∈ B we define the following sum
T (b) =
t−1∑
k=0
ep (sk + 〈b, k〉) .
In particular, we have T (0) = S(0). In this work we prove the following bound on T (b) for arbitrary
b ∈ B.
Theorem 1. If the characteristic polynomial of the linear recurrence sequence (sk)∞k=0 is irreducible,
then
max
b∈B |T (b)| = O(t
3/4 pn/8n1/4),
where the implied constant depends on p.
2. Auxiliary results
Here we collect two well known statements about linear recurrence sequences.
The first one is contained in [7, Theorems 8.28 and 8.29].
Lemma 2. All nonzero linear recurrence sequences with the same irreducible characteristic polynomial
of degree n over Fp are purely periodic with the same period t such that t|pn − 1.
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We also need the following bound of exponential sums with linear recurrence sequences, which has
been established in [8]; see also [6, Theorem 5.1] or [7, Theorem 8.81]. In fact this bound also follows
from (1) by standard arguments.
Lemma 3. For any nonzero linear recurrence sequences (ak)∞k=0 with irreducible characteristic
polynomial of degree n over Fp and of period t, the bound∑
0≤u<U
ep (au) = O
(
pn/2 log t
)
holds for all 1 ≤ U ≤ t .
3. Proof of Theorem 1
We define the integer ν by the inequalities
pν ≤ t1/2 pn/4n1/2 < pν+1
and write d = (b0, . . . , bν−1) and e = (bν, . . . , bn−1).
Every k ∈ B can be written in a unique way as k = u+vpν with integers u and v such that 0 ≤ u < pν
and 0 ≤ v < pn−ν , and for such a representation we have
〈b, k〉 = 〈d, u〉 + 〈e, v〉.
Let us put V = tp−ν	. Therefore, we have
|T (b)| =
∣∣∣∣∣
V pν−1∑
k=0
ep(sk + 〈b, k〉)
∣∣∣∣∣+ O(pν)
=
∣∣∣∣∣
pν−1∑
u=0
V −1∑
v=0
ep
(
su+vpν + 〈d, u〉 + 〈e, v〉
)∣∣∣∣∣+ O(pν)
=
∣∣∣∣∣
pν−1∑
u=0
ep(〈d, u〉)
V−1∑
v=0
ep(su+vpν + 〈e, v〉)
∣∣∣∣∣+ O(pν).
Hence
|T (b)| ≤ W + O(pν), (2)
where
W =
pν−1∑
u=0
∣∣∣∣∣
V −1∑
v=0
ep(su+vpν + 〈e, v〉)
∣∣∣∣∣ .
By the Cauchy inequality we get
W 2 ≤ pν
pν−1∑
u=0
∣∣∣∣∣
V −1∑
v=0
ep(su+vpν + 〈e, v〉)
∣∣∣∣∣
2
= pν
pν−1∑
u=0
V −1∑
v,w=0
ep(su+vpν + 〈e, v〉 − su+wpν − 〈e, w〉).
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Hence
W 2 ≤ pν
V −1∑
v,w=0
∣∣∣∣∣
pν−1∑
u=0
ep(su+vpν − su+wpν )
∣∣∣∣∣ . (3)
It is clear that (ak)∞k=0 = (sk+vpν − sk+wpν )∞k=0 is a linear recurrence sequence with the same
irreducible characteristic polynomial as the original sequence (sk)∞k=0—it is either identical to zero or of
the same least period t; see [7, Theorem 8.28].
Certainly (ak)∞k=0 is identical to zero if and only if
vpν ≡ wpν (mod t). (4)
By Lemma 2 we have t|pn − 1; therefore gcd(t, p) = 1. Thus (4) is possible only if v ≡ w (mod t)
and thus for only V pairs of v,w ∈ {0, . . . , V − 1} (when v = w). In this case the inner sum in (3) is
trivial and is equal to pν .
Therefore, if v ≡ w (mod t), then we see that Lemma 3 applies to the corresponding inner sum in (3).
Taking into account that O(pn/2 log t) = O(pn/2n), we obtain
W 2 = O(pν(V pν + V 2 pn/2n)) = O(tpν + t2 pn/2−νn),
which, with the above choice of ν, leads us to
W = O(t3/4 pn/8n1/4).
Since otherwise the theorem is trivial we may assume that t > pn/2n and the desired bound follows
by (2). 
4. Applications
In particular, in the case of the most practical interest, where p = 2 and a binary linear recurrence
sequence (sk)∞k=0 of the largest possible period t = 2n − 1, the sums T (b) are closely related to the
properties of the following Boolean function:
f (k) =
{
sk, if 0 ≤ k ≤ 2n − 2,
1, if k = 2n − 1. (5)
Let f̂ be the discrete Fourier transform of f , that is
f̂ (b) = 2−n
∑
k∈B
(−1) f (k)+〈b,k〉, b ∈ B.
We recall that
N ( f ) = 2n−1 − 2n−1 max
b∈B | f̂ (b)|
is called the nonlinearity of f ; see [1–5,9,11] for the cryptographic significance of this notion. The
nonlinearity of f gives the smallest possible Hamming distance between the vector of values of f and
the vector of values of a linear function in n variables over F2, the field of two elements.
Clearly
f̂ (b) = 2−n(T (b) ± 1).
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Thus our result implies the bound
N ( f ) = 2n−1 + O(27n/8n1/4) (6)
on the nonlinearity of the Boolean function (5) in the case of the period t = 2n − 1.
We remark that the bound (6) is not as strong as the best known bounds on specially designed Boolean
functions; see [1–5,9,11] and references therein. However the purpose of this work is not to improve the
current records on nonlinearity of the best known constructions, but rather to estimate this characteristic
for Boolean functions naturally associated with linear recurrence sequences.
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